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ATRIVO ð CYBER CRIME USA 

White Paper - Atrivo and their Associates 

Abstract   

 
 
 
 
This study was initiated to track and document scientifically the ongoing cyber criminal activity from within the IP 
space and servers controlled by the California-based Atrivo, and other associated entities. Atrivo is a significant 
Service Provider and peering point on the Internet, and controls a large number of IP addresses used to serve 
content end users all over the world. The philosophy behind this study is the fear that either we as an Internet 
community take action to ôstopõ the cyber criminals or the average user will increasingly clamor for governmental 
controls or seek a closed Internet to protect them.   
 
 
This is an Open Source Security study set out to quantify and continuously track cyber crime using numerous 
methods of measurement.  It focuses specifically on the notorious Atrivo, which has been seen by many over several 
years as a main conduit for financial scams, identity theft, spam and malware. This study although fully self contained 
is the first of a series of reports, on a monthly basis there will be a follow up to report on the community response, 
the efforts of the cyber criminals to evade exposure, listings to assist in blocking the risks to Internet users, and 
hopefully efforts to stop them. 
 
 
In addition to original quantitative research the study draws upon the findings of other research efforts, including 
StopBadware, Emerging Threats, Knujon, Sunbelt, CastleCops, Spamhaus, and many others.  What emerges is a 
picture of a front for cyber criminals, who have specifically targeted consumers in the United States and elsewhere. 
The study provides hard data regarding specific current activity within Atrivo, explains how consumers are targeted, 
describes Atrivo's virtual network structure, organizational modeling, and cites Atrivo's collusive failure to respond 
to abuse complaints from 2004 to the present. 
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Introduction  

 
 
In Jonathan Zittrainõs òThe Future of the Internet and How to Stop Itó he states:  
 
òToday, the same qualities that led to the success of the Internet and general-purpose PCs are causing them 
to falter. As ubiquitous as Internet technologies are today, the pieces are in place for a wholesale shift away 
from the original chaotic design that has given rise to the modern information revolution. This 
counterrevolution would push mainstream users away from the generative Internet that fosters innovation 
and disruption, to an appliancized network that incorporates some of the most powerful features of todayõs 
Internet while greatly limiting its innovative capacityñand, for better or worse, heightening its 
regulability. A seductive and more powerful generation of proprietary networks and information appliances 
is waiting for round two. If the problems associated with the Internet and PC are not addressed, a set of 
blunt solutions will likely be applied to solves problems at the expense of much of what we love about todayõs 
information ecosystem.ó  
 
The inexorable rise of ID theft, malware, viruses, spam, or let us generally call it ôBadwareõ provides a potential 
threat to the ôgenerativeõ Internet. This study is dedicated to the view we as the Internet community i.e. the 
õconcerned netizensõ can resolve our own problems.  
 
So why Atrivo et. al. ? Perhaps the most appropriate is to quote from one of Spamhausõ the well known anti-spam 
organizationõs many listings;  
 
òAtrivo / Intercage - Spammer/cybercrime hosting front - Inhoster.com?... aka Esthost?.... aka 
Estdomainsé aka Cernal?... aka ? Via Emil at Atrivo/Intercage...Too much spam and crime - routing must 
ceaseó. 
 
Atrivo is a major hub of cyber crime based within the USA, and has been known as such within the Internet 

community for many years.  Within this study we provide detailed evidence not only for public and community 

awareness but also to provide evidence for action.  

It should be stressed such activities could not occur if commercial third parties or other organizations did not 

collaborate. Such collaboration maybe and often is the equivalent of turning a blind eye to the bad activity but 

accepting the cash as perhaps several commercial hosting or Internet servers do, or acceptance of sponsorship and 

entertainment. However within a conventional criminal comparison the supplier of the unregistered handgun used in 

a crime, is also responsible for that crime?           

 
PC User Exploitation Video: 

HostExploit video page 

You Tube   

http://www.hostexploit.com/index.php?option=com_content&view=article&id=11&Itemid=17
http://www.youtube.com/watch?v=pTlbV6zJ1XU
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Section 1:  Atrivo ð Mapping the Problem  

 
So the first logical step is to identify the various elements of Atrivo. Again, it is important to remember Atrivo does 
not exist in isolation; it must gain wider access to the internet, dodge the spam blacklists, rent added server (rack) 
space, and get paid for the privacy and efficient hosting it provides the hackers and cyber criminals. Below in figure 
1.1 we show the core components of Atrivo with examples of how and who they link with.   
 

 

Figure 1.1 ð Mapping Atrivo  

Atrivo's reach in the cyber crime community and the Internet as a whole runs deep. From their partners in crime, to 

the domain registration and hosting services it has to be remembered this is deliberately misleading to avoid 

detection. In conjunction with figure 1, below we provide the overlapping linkage and clarification: 

Figure 1.1 shows a color coded form of key: The specifics of the individual elements of the figure are shown below.  
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 Atrivo Services (left hand side fig1.1)  

 

Intercage ð AS 27595 (as Atrivo) - Alexa rank of 4,773 ð 12-custblock.intercage.com - 97% of 

traffic.   

 

 

Also see Spamhaus lasso SBL53802  

 

Also linked to WvFibre, Inhoster,  

For example home of fake and rogue anti-spyware / anti-virus MalwareAlarm, Spyshredder, é.. (See section  

 

 

Inhoster ð (AKA UkrTeleGroup) a base for Ukraine server operation 

 

Also see Spamhaus lasso SBL36453  

 

 

 

 

 

Atrivo 

Services 

Atrivo 

Services 

http://www.spamhaus.org/sbl/sbl.lasso?query=SBL53802
http://www.spamhaus.org/sbl/sbl.lasso?query=SBL36453
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Cernal ð AS 36445 ð routed via AS 27595 Atrivo 

 

 

Also see Spamhaus http://www.spamhaus.org/sbl/sbl.lasso?query=SBL36453 

 

Hostfresh ð AS 27595 Atrivo, using a P.O. Box in Hong Kong for gaining and routing traffic via 

China  

 

 

Fig 1.2 Demonstrates PC user based defense ð Eset Corp. ð Nod 32 

 

 

Atrivo 

Services 

Atrivo 

Services 

http://www.spamhaus.org/sbl/sbl.lasso?query=SBL36453
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Bandcon ð AS 26769 - One of Atrivoõs core providers of backbone Internet provision 

 

 

Broadwing ð AS 6395 - Acquired by Level3 Communications (NASDAQ: LVLT) in Jan 2007, 

another of Atrivoõs core providers of backbone Internet provision.  

 

 

 Atrivo Associated Example (top of fig 1.1)  
 

StarHub ð AS 4657 Singapore based providing collocation for Atrivo  

 

 

 

Atrivo 

Services 

Atrivo 

Services 
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The Anonymous Services (right of fig 1.1) 
 

A further key factor for cyber crime is anonymity, the most important of these Atrivo associations is, EstDomains 

(anonymous registrant), EstHost (anonymous hosting), PrivacyProtect (anonymous registrant), LogicBoxes (hosting 

servers).  It is an interesting background  

Rather than an elaborate explanation in this version of the study, we use a few simple community quotes: 

(a) Spam: 76.09% - 35 of 46 active domains appearing in (spam) email which are registered at ESTDOMAINS, 

INC. are listed by URIBL in the last 5 days. (URIBL - 08/28/08) 

 

(b) Fake Codec web sites: Most importantly all 113 domains are or were registered with Estdomains, 

similarly all of the active 53 domains are hosted by AS27595 by Atrivo; AKA ð Intercage, Inhoster, Cernal, 

etc. Also added should be AS 36445 a newer Autonomous Server apparently used by Cernal.  (RBNexploit 

and Sunbelt - Oct 2007) 

 

 

 

 EstDomains 

estdomains.com         

base record name ip as 

estdomains.com a 
  

216.255.176.238 AS27595 
ATRIVO 

  ns ans2.esthost.com 216.255.183.125   

    ans1.esthost.com 216.255.183.122   

    ns1.estdomains.com 69.50.176.228   

    ns2.estdomains.com 216.255.190.84   

  mx meduza2.esthost.com 69.50.176.226   

 

880 EstDomains domains advertised through spam, most are of the fake pharmacy variety. (Knujon) 
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 EstHost 

esthost.com         

base record name ip as 

esthost.com a   216.255.189.90 AS27595 
ATRIVO  

  ns ans2.esthost.com 216.255.183.125   

    ens1.esthost.com 69.50.176.229   

    
ans3.esthost.com 64.28.187.5 AS36445 

CERNEL 

    ans4.esthost.com 67.210.12.66   

  
mx mail1.esthost.com 69.50.176.226 AS27595 

ATRIVO 

 

 PrivacyProtect 

privacyprotect.com         

base record name ip as 

privacyprotect.com ns udns1.ultradns.net 204.69.234.1 
AS12008 
UNSPECIFIED 
UltraDNS 

    udns2.ultradns.net 204.74.101.1   

    
ns1.intersections.com 69.25.35.250 AS10913 

INTERNAP 

 

20,290 PrivacyProtect registered domains reported as advertised in spam.  

For the ones that are active and have been scored: 

           49% are software piracy 

           30% fake pharmacy/enhancement/etc 

           19.5% Are knockoff luxury goods 

 

          2,733 of these are PDR 

             821 of these are EstDomains 

Until recently Dynamic Dolphin was the biggest user of this service with 5,143 recorded 
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Fig 1.3 Shows a screen capture from the PrivacyProtect web site HTML code ð  

Note: the license to LogicBoxes ð Directi  

 
Registrant: PRIVACYPROTECT.COM 
Intersections Inc,  14901 Bogle Drive, Suite 300, Chantilly, VA 20151, US 
 
Administrative Contact, Technical Contact:  Intersections Inc -   rmateo@intersections.com 
14901 Bogle Drive , Suite 300, Chantilly, VA 20151,  US.   703-488-6100 fax: 703-488-3833 
 
   Record expires on 19-Apr-2013.    Record created on 19-Dec-2007. 
 
   Domain servers in listed order: 
   UDNS1.ULTRADNS.NET            
   UDNS2.ULTRADNS.NET            
   NS1.INTERSECTIONS.COM        69.25.35.250 
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PDR (Public Domain Registry) - They were #9 in the worst registrar report: 

http://www.knujon.com/registrars/ there are 14,096 spam-advertised PDR domains on 

record. 

                                 27% are software piracy 

                                 52% are fake pharmacy 

                                 17% are knockoff goods 

 

Fig 1.4 ð Introduction to Directi, PDR (Public Domain Registry), Logic Boxes, Skenzo, é.. 

http://www.knujon.com/registrars/
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LogicBoxes are a major sponsor of ICANN (Internet Corporation for Assigned Names and 

Numbers), and part of Directi 

 

 

Fig 1.5 ð LogicBoxes corporate Profile ð Note: òPowers the infrastructure of EstDomainsó 


