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1. INTRODUCTION

The Russian invasion of Georgia was preceded by an intensive build up
of cyberattacks attempting to disrupt, deface and b ring down critical
Georgian governmental and civilian online infrastru cture. These attacks
became a massive assault on the eve of the invasion which resulted in
the blocking, re-routing of traffic and control bei ng seized of various
sections of Georgian cyberspace. The attack marks a new phase in the
history of warfare, being the first case in which a land invasion was co-
ordinated with an orchestrated online cyber-offensi ve. This offers

crucial lessons for strategists and planners whilst providing vital
information about how the Russian Federation is dev eloping its
offensive capacities on the internet.

The campaign has been reported in the media, with w ide coverage
suggesting the campaign was a spontaneous outburst of popular
feeling in Russia lead by independent hackers. Howe ver, as this report
suggests, the offensive was too large, coordinated, and sophisticated
to be the work of independent hackers; the evidence leads by-and-
large to the Russian Business Network (RBN) in St. Petersburg, Russia.
Whilst only a criminal investigation can directly p rove the involvement
of the Kremlin, both experts and commentators have accused
Moscow of sponsoring the attacks as their magnitude requires the
involvement of the kind of resources only a state-s ponsor can provide.

2. BACKGROUND ON CYBERWARFARE

Cyberattacks are becoming an increasingly establish ed and virulent
form of warfare in the early Twenty-First Century. High technology and
online skills are now available for rent to a varie ty of customers,
including private individuals and terrorist organiz ations, and can

potentially destabilize a country’s whole economy a nd crucial security
infrastructure. Cyberwarfare has found its primary state-sponsor in the
Russian Federation, which is widely suspected of ha ving played a
leading role in the first large scale cyberattack o n a NATO member

state last year.

In the spring of 2007 government computers in Eston  ia came under
sustained attack from cyberterrorists following the decision taken by
Estonian officials to move a statue placed commemor ating a Red
Army soldier that died fighting the Nazis, to the m ilitary cemetery in the
capital Tallinn. The event roused emotions and led to large scale
protests by the Russian minority. It was then that the Estonian
Government's online networks came under massive ass ault using



Distributed Denial-Of-Service (DDo0S) assaults on it s infrastructure. The

attacks, which flooded computers and servers, block ing legitimate
users were described as ‘crippling’ by experts, owi ng to Estonia’s high
dependence on information technology. Commentators have pointed
out that the assault had very serious consequences for Estonia’s banks
and airports. Consequences similar in effect to a full scale missile strike.
This provided vital lessons for Estonia and NATO an d has led to the
development of a cutting edge cyberwarfare institut e in Tallinn.

3. RUSSIA’'S ONLINE WAR ON GEORGIA: FIRST STRIKE

In August 2008, cyberwar associated with the Russia  n Federation struck
once more, this time against Georgia. The DDoS atta cks began in the
weeks running up to the outbreak of the Russian inv  asion and

continued after the Kremlin announced that it had c eased hostilities on
12 August. Georgian claims have been confirmed by T om Burling, an
executive of Tulip Systems, a U.S. Internet firm, w hich took over hosting
of the web sites for Georgia's government agencies during the conflict.
In a recent interview Burling said its experts had worked frantically to
curtail the damage from the hackers, remarking that "They have been
attacking Georgia from a cyber standpoint since Jul y." Some of the

Western sources confirm this claim.

On 20 July the Shadowserver Foundation published ne ws about the
serious attack against the website of the President of Georgia: “For
over 24 hours the website of President Mikhail Saak ashvili of Georgia
(www.president.gov.ge ) has been rendered unavailable due to a
multi-pronged distributed denial of service (DDoS) attack.”

Computerworld, 21 July: “The Web site for the presi  dent of Georgia was

knocked offline by a distributed denial-of-service (DDOS) attack over
the weekend, yet another in a series of cyberattack S against countries
experiencing political friction with Russia.”

New York Times, 12 August. “ Weeks before bombs started falling on
Georgia, a security researcher in suburban Massachu setts was watching an
attack against the country in cyberspace.”

The Russian invasion of Georgia was preceded by a c yber attack on
Georgia’s Internet facilites. A large number of Ge orgia’s Internet

servers were seized and placed under external contr ol from late
Thursday, 7 August, whereas Russia’s invasion of Ge orgia officially
commenced on Friday, 8 August. Also, much of Georgi a’s traffic and
access was taken under unauthorized external contro | at the same

time that this first large scale attack occurred.

The defacement of President Mikhell Saakashvili web site
president.gov.ge with the screen-shot provided below which operated
as a moving slideshow was part of the initial phase of the attack. What



followed were large numbers of DDoS against the sit e designed to

prevent the Georgian government from getting its me ssage across to
the general population and international media duri ng this critical
time.

Dancho Danchev is an independent security consultan t and cyber
threats analyst, with extensive experience in open source intelligence
gathering, malware and E-crime incident response. As an expert in the
field, he views the defacement attacks as clearly b eing Kremlin linked
and not undertaken by independent or un-coordinated attackers.

“What am | trying to imply? It smells like a three letter intelligence
agency’s propaganda arm has managed to somehow supp ly
the creative for the defacement of Georgia Presiden t's official
web site, thereby forgetting a simple rule of engag ement in such
a conflict - risk forwarding the responsibility of the attack to each
and every Russian or Russian supporter that ever at tacked
Georgian sites using publicly obtainable DDoS attac k tools in a
coordinated fashion.”

4. CYBER BLOCKADE

The Russian assault on Georgian cyberspace was inte  nsely co-
ordinated and directed out of St. Petersburg, insid e the territory of the
Russian Federation. The primary orchestrator was th e Russian Business
Network (RBN) which conducted the cyber-blockade so that all
Georgian Internet traffic was going through Russia, denying Georgia its
internet independence. Computers in Georgia showed that an assault



was clearly taking place, which is presented here a s evidence of
Russian sponsored cyber-terrorism:

Two trace routes for the web site  mfa.gov.ge , that of the Georgian
Ministry of Foreign Affairs, were showing:

() From US - Ge = Blocked via TTnet Turkey

(b) From Ukraine - Ge = available & slow; not acces sible, cached
(forged page) now only via redirect through Bryansk.ru

Other Georgia government websites such as mod.gov.ge , the
website of the Georgian Ministry of Defense and the web site
president.gov.ge , the web site of the Georgian Presidency showed

(c) From US - Ge = Blocked via TTnet Turkey
(d) From Ukraine - Ge = Blocked via TTnet Turkey

By examining Internet routes before and after the b eginning of the warr,

it is clear that they were altered either legally o r illegally, blocking
traffic in and out of Georgia. Some of those router s are known to be
under control of the Russian Business Network (RBN) . This can be
demonstrated via a comparison of route configuratio n before and

after the war.

5. SITES PROVIDING DDOS ATTACK TOOLS

Here we can provide clear evidence of co-ordination and a full list of
targets the cyber-terrorists had selected taken fro m the Russian hosted
web site stopgeorgia.ru (which also appears as stopgeorgia.info a
redirected page). This site provided the necessary attack tools for the
cyber assault against Georgia for hackers. As we ca n see the screen-
shot shows that mostly .ge web sites are listed for priority attacks.
However - also targeted for assault is the US embas sy in Thilisi. This web
site, as seen before, is an open site to attract fu ture FSB cyber watrriors.
The following evidence below shows how these sites can be traced
back to the Russian Business Network (RBN) in ST. P etersburg and other
cybercriminal locations.

The information site Stopgeorgia.ru which provided information and

tools for independent hackers to attack Georgian si tes was hosted
by AS36351 Softlayer of Plano Texas. This is a well known location
that is associated with Atrivo and Intercage malwa re hosting

connectivity, which is highly disruptive to online service.

The information site Stopgeorgia.info was hosted by AS28753
NETDIRECT in Frankfurt, Germany as well as in AS12578 APOLLO
LATTELEKOM APOLLO in Latvia.



The link back to the Russian Business Network (RBN) was provided by

the clues left in the registration, which reads as:

Sponsoring

Registrant:

Registrar:
Domain Manager,

EstDomains,
Protect Details,

Inc,

Inc.
S treetl: 29

Kompozitorov St., Saint Petersburg, RU, Phone:+7.81 29342271

In summary, 36 important web sites were identified
including the US and UK Embassies in Thili si, Georgian

hackers,

Parliament, Georgian Supreme Court, Ministry of For
news agencies and other media resources, the Centra I

Commission, and many others.

Friends Project

WWW.Stop-war.us
www.yahoo.com

www.google.com
www.rambler.ru

Links to resources

Info

We -the
representatives of
Russian
hako-underground,
will not talerate
provacation by the
Georgian in all its
manifestations. We
want to live in a free
waorld, but existin a
free-aggression
and lies Setevorn
space

www.stopgeorgia.ru

Due to efforts of many IT specialists in

as targets for

eign Affairs, various

Election

Priority targets for attacks:

Site

Access to RF (there is / o)

Access to Lithuania (a / no)

wwv.parliament.ge Parlisment;

wwvi.assistancegeorgia.org.ge

WWW.CeC.Qov.ge Izbitkom;

WWW.MAT.0r0.0€ Municipal Development
Fund;

www.mfa.gov.ge MFA;

v corruption.ge Anti-Comuption
Frogram:

www.constcourt.gov.ge Constitutional
Court;

www.constcourt.gov.ge Constitutional
Court;

wvnw.insurance.caucasus.net
Insurance;

WWW.MC.QOV.Q€ Ministry of Culture;

WWW.NSC.JOV.0€ Security Council;

WVW.SUpremecourt.ge Supreme Court;

wvvi.iberiapac.ge Mintans;

wonanw.court.gov.ge Department of material
service;

WWW.CIVIL.gE UN Asscoiation in Georgia:

hitp:iigeorgia. usembassy.govi U5, Embassy
in Thilisi

tbilisivisa@state.gov

http://ukingeorgia.fco.gov.uk/en wa
Embassy in Thilisi

hitp:ihanarw all_gel

hitp:ihnnarw geres gef

NMedia:

wwiw.rustaviz.com.ge Tv:

www.opentext.org.ge Eledronic versions
of newspapers;

www.svobodnaya-gruzia.com
s ia";

newspaper “Free G

.sanetge / gize newspaper Georgian

WWW.MESSENJEr.COM.Oe newspaper
Georgian Messenger;

blogspot.com/

hitp: i
www.primenewsonline.com Agency
“Prime-News";

www.presidpress.gov.ge
rthopmaresToTsn

www.sakinform.ge

wwnw.sakartvelo.ru

wanw.inter

s.ge

v internews.org.ge

hitp-liwrarw.interpressnews.gel

Other

hitp:ihararw internet ger

http:/hwww.stream.ge/ - TV news

hitp:iinewsgeorgia.gs/

hitp:iipresa.ge/

hitp:ihanww medianews. gel

|+

Screen Capture from Russian Hacker Site - Aug 10 08

(Using Google's - Russian to English Translation)

RBNexploit.com 2008

Internet h

companies, normal traffic was mostly resumed after
Most critical websites were hosted outside of Georg ia.

www.stopgeorgia.r

osting routing
the initial strikes.



6. PART OF THE INFORMATION WAR

To help to make a final judgment regarding the cybe rwar against
Georgia these two declarations from Russian officia Is can help us to
evaluate how Moscow thinks in regard to online warf are. The Russian
State Duma deputy and member of the Security Commit tee Deputy
Nikolai Kuryanovich stated in 2006 within a formal Russian
parliamentary letter of appreciation to hackers who had taken down

several Israeli web sites:

"In the very near future many conflicts will not ta ke place on the
open field of battle, but rather in spaces on the | nternet, fought with
the aid of information soldiers, that is hackers. T  his means that a
small force of hackers is stronger than the multi-t  housand force of
the current armed forces."

Should we interpret this declaration as a statement of intent, or merely
a prediction? A few days ago, the Editor of the Rus sian Online journal
cybersecurity.ru , made a similar statement that provides insight in to the
Russian war aims:

“Cyber-attacks are part of the information war, mak ing your enemy
shut up is a potent weapon of modern warfare.”

Clear examples that such thinking is being applied as guiding principles
of Russian strategy as part of the intense informat  ion-war taking place

can be drawn from the second wave of attacks that s howed up from
Russian Business Network (RBN) server range. This time the weapon was

a new campaign purporting to come from the BBC that mocked
Georgia's President and spread as a new virus.

The malware from various locations caused the virus to be delivered
from a single site, (1P address: 79.135.167.49).
The name of the malware is "name.avi.exe", and as o f September 2008,
only FOUR out of 36 anti-virus products could detec t it. The Russian
Business Network (RBN) had created a highly virulen  t strain designed to
act as a propaganda weapon against Georgia.

7. RUSSIAN BUSINESS NETWORK

The individual, with direct responsibility for carr  ying out the cyber "first
strike" on Georgia, is a RBN operative hamed Alexan dr A. Boykov of
Saint Petersburg, Russia. Also involved in the atta ck was a programmer
and spammer from Saint Petersburg named Andrey Smir nov. These
men are leaders of RBN sections and are not "script -kiddies" or
"hacktivists," as some have maintained of the cyber attacks on Georgia
— but senior operatives in positions of responsibil ity with vast
background knowledge.



Intelligence can suggest further information about these individual
cyber-terrorists. According to Spamhaus SBL64881, M r. Boykov operates
a hosting service in Class C Network 79.135.167.0/2 4. It should be noted

that the pre-invasion attacks emanated from 79.135. 167.22, clearly
showing professional planning and not merely ‘hackt ivism.” Due to the
degree of professionalism and the required massive costs to run such

operations, a state-sponsor is suspected. Further i nformation gathered
also links the RBN to known disruptive websites.

The IP addresses of the range , 79.135.160.0/19 are assigned to
Sistemnet Telecom to provide services to companies who are
classified as engaging in illicit activities such a s credit card fraud,
malware and so on.

79.135.160.0/19 Sistemnet Telecom and AS9121 TTNet (Turkey) are
associated with AbdAllah_Internet which is linked w ith cybercrime
hosting such as thecanadianmeds.com. These are known Russian
Business Network routes.

8. THE 27 AUGUST ATTACK

The last large cyberattack took place on 27 August. After that, there
have been no serious attacks on Georgian cyberspace . By that is
meant that minor attacks are still continuing but t hese are
indistinguishable from regular traffic and can cert ainly be attributed to
regular civilians.

On 27 August, at approximately 16:18 (GMT +3) a DDo S attack against
the Georgian websites was launched. The main target was the
Georgian Ministry of Foreign Affairs.

The attacks peaked at approx 0,5 million network pa ckets per second,
and up to 200-250 Mbits per second in bandwidth (se e attached
graphs). The graphs represent a 5-minute average: a ctual peaks were
higher.
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The attacks mainly consisted of HTTP queries to the  http://mfa.gov.ge
website. These were requests for the main page scri  pt with randomly

generated parameters. These requests were generated to overload
the web server in a way where every single request would need
significant CPU time.

The initial wave of the attack disrupted services f or some Georgian
websites. The services became slow and unresponsive . This was due to
the load on the servers by these requests.

As you see from the graphs above the attacks starte d to wind down
after most of the attackers were successfully block ed. The latest attack
may have been initiated as a response to the media coverage on the
Russian cyber attacks.

The information presented in here catalogues and ex plains the historic
first major use of cyberattacks as a weapon of war during the Russian
aggression against Georgia. Considering that this i s the second Russian-
sponsored cyber-attack in just over a year, as well as the alarming fact

that the US Embassy in Thilisi was listed for assau It by cyberterrorists,
NATO member states as well as NATO aspirant countri  es need to be on
full alert for future Russian aggression against cr itical online
infrastructure.
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The Website for the President of Georgia Under Atta  ck - Politically Motivated?



For over 24 hours the website of President Mikhail ~ Saakashvili of Georgia
(www.president.gov.ge ) has been rendered unavailable due to a multi-

pronged distributed denial of service (DDoS) attack . The site began coming
under attack very early Saturday morning (Georgian time). Shadowserver has
observed at least one web-based command and control (C&C) server taking

aim at the website hitting it with a variety of sim ultaneous attacks. The C&C
server has instructed its bots to attack the websit e with TCP, ICMP, and HTTP
floods.

Commands seen so far are:

flood http www.president.gov.ge/
flood tcp www.president.gov.ge
flood icmp www.president.gov.ge

The server [62.168.168.9] which houses the website  has been largely offline
since the attack started. Passive DNS records show  the system houses several
other websites which are mostly unrelated to the Ge orgian government.
However, the server does also host the Social Assis tance and Employment
State Agency website (www.saesa.gov.ge). This websi te along with the others
on the host have been rendered inaccessible.

Is the attack political or perhaps nationalistic in nature? Your guess is as good
as ours but it doesn't take much to come to this po ssible conclusion. Recent
DDoS attacks against various other neighbors of Rus  sia to include Estonia

have been quite popular in the last few years. We d o not have any solid

proof that the people behind this C&C server are Ru ssian. However, the HTTP-
based botnet C&C server is a MachBot controller, wh ich is a tool that is

frequently used by Russian bot herders. Ontop oft  hat the domain involved
with this C&C server has seemingly bogus registrati  on information but does tie
back to Russia.

Who else have these guys been attacking with this M achBot C&C server? The
answer is no one. This server recently came online  in the past few weeks and
has not issued any other attacks that we have obser ved until recently. All
attacks we have observed have been directed right a t
www.president.gov.ge.

The C&C server involved in these attacks is on the IP address 207.10.234.244,

which is subsequently located in the United States. Beaconing traffic from
your network to this host may indicate that you hav e infected machines on
your network and are most likely participating in t his DDoS attack. We would
recommend blocking and/or monitoring for traffic to this address.

Update (7/20/2008: 1:36 PM EST): It appears the host site for 207.10.234.244 has
taken action against this system and appears to now be blocking access to it.
However, the server being targeted by the C&C is st ill unreachable.

Update (8/10/2008: 10:34 AM EDT): With the recent events in Georgia, we are
now seeing new attacks against .ge sites. www.parli ament.ge &
president.gov.ge are currently being hit with http floods. In this case, the C&C



server involved is at IP address 79.135.167.22 whic h is located in Turkey. We
are also observing this C&C as directing attacks ag ainst www.skandaly.ru.
Traffic from your network to this IP or domain name of
googlecomaolcomyahoocomaboutcom.net may indicate co mpromise and
participation in these attacks.

21 July 2008
By Jeremy Kirk
Georgia president's Web site falls under DDOS attac ~ k

Botnet took down site for one day

The Web site for the president of Georgia was knock ed offline by a distributed

denial-of-service (DDOS) attack over the weekend, y et another in a series of
cyberattacks against countries experiencing politic al friction with Russia.
Georgia's presidential Web site was down for about a day, starting early
Saturday until Sunday, according to the Shadowserve r Foundation, which

tracks malicious Internet activity.

Network experts said the attack was executed by a b otnet, or a network of
computers that can be commanded to overwhelm a Web site with too much
traffic.

The command-and-control server for the attack is ba sed in the U.S,,
Shadowserver said. The botnet appears to be based o n the "MachBot" code,
which communicates to other compromised PCs over HT TP, the same

protocol used for transmitting Web pages.

The tool used to control this kind of botnet "is fr  equently used by Russian bot
herders," according to Shadowserver. "On top of tha t, the domain involved
with this [command-and-control] server has seeming| y bogus registration
information but does tie back to Russia."

One of the commands contained in the traffic direct ed at the Web site
contained the phrase "win+love+in+Rusia,"” wrote Jos e Nazario, a senior
security engineer at Arbor Networks, on a company b log.

On Sunday, it appeared that the host for the comman d-and-control server

had been taken offline, Shadowserver said.

The motivation for the attacks is not entirely clea r. But Georgia is just one of
several former Soviet satellites, including Estonia  and Lithuania, that are
seeking to downplay their historical legacy with Ru ssia.

Georgia has angered Russia by pushing for entry to NATO, a pro-Western
security alliance. It has also tangled with Russia  over the handling of South
Ossetia and Abkhazia, two rebellious regions pushin g for independence.



In Lithuania, 300 Web sites were defaced around Jul y 1 following a new law
prohibiting the public display of symbols dating fr om the Soviet era and the
playing of the Soviet national anthem. The hacking was blamed on an
unpatched vulnerability in a Web server at a hostin g company.

Estonian Web sites were pounded by a massive DDOS a  ttack in April and May
2007. The attacks are believed to have been connect ed to a decision to
move a monument honoring Soviet World War Il soldie rs to a less prominent
place, which ignited protests from ethnic Russians.

11 August 2008
By Gregg Keizer
Cyberattacks knock out Georgia's Internet presence

Large-scale attacks, traffic rerouting traced to Ru ssian hacker hosting network

August 11, 2008 (Computerworld) Hackers, perhaps af filiated with a well-
known Russian criminal network, have attacked and h ijacked Web sites
belonging to Georgia, the former Soviet republic no w in the fourth day of war
with Russia, a security researcher claimed on Sunda .

Some Georgian government and commercial sites are u navailable, while
others may have been hijacked, said Jart Armin, ar esearcher who tracks the
notorious Russian Business Network (RBN), a malware and criminal hosting
network.

"Many of Georgia's Internet servers were under exte rnal control from late
Thursday," Armin said early Saturday in an entry on  his Web site. According to
his research, the government's sites dedicated to t he Ministry of Foreign
Affairs, the Ministry of Defense, and the country's president, Mikhail
Saakashvili, have been blocked completely, or traff ic to and from those sites'
servers have been redirected to servers actually lo cated in Russia and Turkey.

As of midnight Eastern time on Sunday, Georgia's pr  esidential and defense
ministry sites were unavailable from the U.S. Altho  ugh the foreign ministry's site
remained online, the most recent news item was date d Aug. 8, the day
Georgian and Russian forces first clashed.

Armin warned that Georgian sites that appeared onli ne may actually be
bogus. "Use caution with any Web sites that appear of a Georgia official
source but are without any recent news [such as tho se dated Saturday, Aug.
9, or Sunday, Aug. 10], as these may be fraudulent, " he said in another entry

posted midafternoon on Sunday.

Statements from Georgia's foreign ministry have app eared in a blog hosted
on Google, perhaps in an attempt to circumvent atta cks.



Researchers at the Shadowserver Foundation, which t racks malicious Internet
activity, confirmed some of Armin's claims. "We are now seeing new attacks
against .ge sites [ Editor's note: .ge is the top-level domain for Geor ga.] ...
www.parliament.ge and president.gov.ge are currently being hit with HTTP
floods," the researchers said in a Sunday update to a July post.

On Saturday, Armin reported that key sections of Ge orgia's Internet traffic
had been rerouted through servers based in Russia a nd Turkey, where the
traffic was either blocked or diverted. The Russian and Turkish servers Armin
identified, he said, "are well known to be under th e control of RBN and
influenced by the Russian government."

RBN, which pulled up stakes last year and shifted n  etwork operations to China
in an attempt to avoid scrutiny, has been fingered for a wide range of
criminal activities, including a massive subversion of Web sites last March.

Later on Saturday, Armin added that network adminis trators in Germany had
been able to temporarily reroute some Georgian Inte rnet traffic directly to
servers run by Deutsche Telekom AG. Within hours, h  owever, the traffic had
been again diverted to Russian servers, thistimet o ones based in Moscow.

The attacks are reminiscent of other coordinated ca mpaigns against Estonian
government Web sites in April and May 2007 and agai nst about 300
Lithuanian sites on July 1. Like Georgia, both coun tries are former republics in
the Soviet Union.

Three weeks ago, a distributed denial-of-service at tack knocked Georgia's
presidential site offline for about a day.

Late Sunday, Russian ground forces were reported ad vancing toward Gori,
an important transportation hub in central Georgia.

11 August 2008

This day highlights

Coordinated Russia vs Georgia cyber attack in progr ess (extract)

In the wake of Russian-Georgian conflict, a week wo rth of speculations
around Russian Internet forums have finally materia  lized into a coordinated
cyber attack against Georgia’s Internet infrastruct ure, whose tactics have
already managed to compromise several government we b sites and is
continuing to launch DDoS attacks against numerous other Georgian

government sites...

August 11 2008



By Jon Swaine

Georgia: Russia 'conducting cyber war'

Several Georgian state computer servers have been u nder external control
since shortly before Russia's armed intervention in  to the state commenced on
Friday, leaving its online presence in disarray.

While the official website of Mikheil Saakashvili, the Georgian President, has
become available again, the central government site , as well as the
homepages for the Ministry of Foreign Affairs and M inistry of Defence,
remained down. Some commercial websites have also b een hijacked.

The Georgian Government said that the disruption wa s caused by attacks
carried out by Russia as part of the ongoing confli ct between the two states
over the Georgian province of South Ossetia.

In a statement released via a replacement website b uilt on Google's blog-
hosting service, the Georgian Ministry of Foreign A ffairs said: "A cyber warfare
campaign by Russia is seriously disrupting many Geo  rgian websites, including
that of the Ministry of Foreign Affairs."

Barack Obama, the Democratic US Presidential candid ate, has demanded
Moscow halt the internet attacks as well as observi ng a ceasefire on the
ground.

Last April the computer systems of the Estonian Gov ~ ernment came under
attack in a coordinated three-week assault widely ¢ redited to state-
sponsored Russian hackers. The wave of attacks came after a row erupted
over the removal of the Bronze Soldier Soviet war m  emorial in Tallinn, the
Estonian capital. The websites of government depart ments, political parties,
banks and newspapers were all targeted.

Analysts have immediately accused the Russian Busin  ess Network (RBN), a
network of criminal hackers with close links to the Russian mafia and
government, of the Georgian attacks.

Jart Armin, a researcher who runs a website trackin g the activity of the RBN,
has released data claiming to show that visits to G eorgian sites had been re-
routed through servers in Russia and Turkey, where  the traffic was blocked.
Armin said the servers "are well known to be under the control of RBN and
influenced by the Russian Government."

Mr Armin said that administrators in Germany had in tervened at the

weekend, temporarily making the Georgian sites avai lable by re-routing their
traffic through German servers run by Deutsche Tele kom. Within hours,
however, control over the traffic had been wrested back, this time to servers

based in Moscow.

As in the barrage against Estonian websites last ye  ar, the Georgian sites are
being bombarded by a distributed denial-of-service (DD0S) attack, in which



hackers direct their computers to simultaneously fl ood a site with thousands of
visits in order to overload it and bring it offline

The Shadowserver Foundation, which tracks serious h  acking, confirmed: "We

are now seeing new attacks against .ge sites - www. parliament.ge and
president.gov.ge are currently being hit with http floods."

Mr Armin warned that official Georgian sites that d id appear online may have
been hijacked and be displaying bogus content. He s aid in a post on his site:
"Use caution with any web sites that appear of a Ge orgia official source but

are without any recent news ... as these may be fra udulent.”

The Baltic Business News website reported that Esto  nia has offered to
send a specialist online security team to Georgia

However a spokesman from Estonia's Development Cent re of State
Information Systems said Georgia had not made a for mal request. "This
will be decided by the government,” he said

12 August 2008
By John Markoff

Before the Gunfire, Cyberattacks

Weeks before bombs started falling on Georgia, a se curity researcher in
suburban Massachusetts was watching an attack again st the country in
cyberspace.

Jose Nazario of Arbor Networks in Lexington noticed a stream of data
directed at Georgian government sites containing th e message:
“win+love+in+Rusia.”

Other Internet experts in the United States said th e attacks against Georgia’'s
Internet infrastructure began as early as July 20, with coordinated barrages of
millions of requests — known as distributed denial of service, or D.D.O.S.,

attacks — that overloaded and effectively shut down Georgian servers.
Researchers at Shadowserver, a volunteer group that tracks malicious
network activity, reported that the Web site of the Georgian president, Mikheil
Saakashvili, had been rendered inoperable for 24 ho urs by multiple D.D.O.S.
attacks. They said the command and control server t hat directed the attack
was based in the United States and had come online several weeks before it

began the assault.



As it turns out, the July attack may have been a dr ess rehearsal for an all-out
cyberwar once the shooting started between Georgia and Russia. According
to Internet technical experts, it was the firsttim e a known cyberattack had
coincided with a shooting war.

But it will likely not be the last, said Bill Woodc ock, the research director of the

Packet Clearing House, a nonprofit organization tha t tracks Internet traffic. He
said cyberattacks are so inexpensive and easy to mo unt, with few fingerprints,
they will almost certainly remain a feature of mode rn warfare.

“It costs about 4 cents per machine,” Mr. Woodcock said. “You could fund

an entire cyberwarfare campaign for the cost of rep lacing a tank tread, so

you would be foolish not to.”

Exactly who was behind the cyberattack is not known . The Georgian
government blamed Russia for the attacks, but the R ussian government said it
was not involved. In the end, Georgia, with a popul ation of just 4.6 million and
a relative latecomer to the Internet, saw little ef fect beyond inaccessibility to
many of its government Web sites, which limited the government’s ability to
spread its message online and to connect with sympa thizers around the world

during the fighting with Russia.

It ranks 74th out of 234 nations in terms of Intern et addresses, behind Nigeria,
Bangladesh, Bolivia and El Salvador, according to R enesys, a Manchester,

N.H., firm that provides performance data on the st ate of Internet.
Cyberattacks have far less impact on such a country than they might on a
more Internet-dependent nation, like Israel, Estoni a or the United States,
where vital services like transportation, power and banking are tied to the
Internet.

In Georgia, media, communications and transportatio n companies were also
attacked, according to security researchers. Shadow server saw the attack
against Georgia spread to computers throughout the government after
Russian troops entered the Georgian province of Sou th Ossetia. The National
Bank of Georgia's Web site was defaced at one point . Images of 20th-
century dictators as well as an image of Georgia’s president, Mr. Saakashvili,
were placed on the site. “Could this somehow be ind irect Russian action?
Yes, but considering Russia is past playing nice an  d uses real bombs, they
could have attacked more strategic targets or elimi nated the infrastructure

kinetically,” said Gadi Evron, an Israeli network s ecurity expert. “The nature of
what's going on isn’t clear,” he said.

The phrase “a wilderness of mirrors” usually descri  bes the murky world

surrounding opposing intelligence agencies. It also neatly summarizes the
array of conflicting facts and accusations encompas sing the cyberwar now
taking place in tandem with the Russian fighting in Georgia.

In addition to D.D.O.S. attacks that crippled Georg ia’s limited Internet

infrastructure, researchers said there was evidence of redirection of Internet
traffic through Russian telecommunications firms be ginning last weekend. The
attacks continued on Tuesday, controlled by softwar e programs that were



located in hosting centers controlled by a Russian telecommunications firms.
A Russian-language Web site, stopgeorgia.ru, also ¢ ontinued to operate and
offer software for download used for D.D.O.S. attac ks.

Over the weekend a humber of American computer secu rity researchers
tracking malicious programs known as botnets, which were blasting streams
of useless data at Georgian computers, said they sa w clear evidence of a
shadowy St. Petersburg-based criminal gang known as the Russian Business
Network, or R.B.N.

“The attackers are using the same tools and the sam e attack commands that
have been used by the R.B.N. and in some cases the attacks are being
launched from computers they are known to control,” said Don Jackson,
director of threat intelligence for SecureWorks, a computer security firm
based in Atlanta.

He noted that in the run-up to the start of the war over the weekend,
computer researchers had watched as botnets were “s taged” in preparation
for the attack, and then activated shortly before R ussian air strikes began on
Saturday.

The evidence on R.B.N. and whether it is controlled by, or coordinating with
the Russian government remains unclear. The group h as been linked to online

criminal activities including child pornography, ma lware, identity theft,
phishing and spam. Other computer researchers said that R.B.N.'s role is
ambiguous at best. “We are simply seeing the attack s coming from known
hosting services,” said Paul Ferguson, an advanced threat researcher at
Trend Micro, an Internet security company based in Cupertino, Calif. A

Russian government spokesman said that it was possi  ble that individuals in
Russia or elsewhere had taken it upon themselves to start the attacks.

“I cannot exclude this possibility,” Yevgeniy Khori  shko, a spokesman for the
Russian Embassy in Washington, said. “There are peo ple who don't agree with
something and they try to express themselves. You h  ave people like this in
your country.”

“Jumping to conclusions is premature,” said Mr. Evr  on, who founded the
Israeli Computer Emergency Response Team.

13 August 2008
By Glenn Chapman

Georgia targeted in cyber attack



Georgian government websites have been under intens e cyber attack on
top of the Russian military strikes launched agains  t the country late last week,
a US Internet firm said Tuesday.

Tulip Systems Inc said they took over hosting of th e websites for Georgia's
presidency and a major television network on Saturd ay, a day after Russian
forces poured into Georgia in response to Thilisi's  attacks on a Moscow-
backed rebel province.

Tulip executive Tom Burling said the distributed-de  nial-of-service (DDoS)
attacks began in the weeks running up to the outbre ak of the Russia-Georgia
conflict and continued Tuesday after the Kremlin an nounced it had ceased
hostilities in the former Soviet state.

"They have been attacking Georgia from a cyber stan dpoint since July,"
Burling told AFP. "They are still doing it now."

"Our poor technician here has gotten three hours sl eep in the past four days,"
he said.

Burling suggested that Russia was behind the attack s, which are similar to a
cyber offensive waged against Estonia last year tha t coincided with a
diplomatic spat between the Baltic state and Moscow

DDoS attacks consist of overloading websites with s 0 many online requests
that systems crash.

Burling said Georgian government websites were bein g slammed with
hundreds of millions of simultaneous requests ford  ocuments when Tulip gave
them refuge, Burling said.

"The cyber attack was taking down every Georgian go vernment website," he
said.

On Tuesday, the Georgian sites hosted on Tulip were still reportedly getting hit
with 68,000 requests at a time.

Russia has denied involvement in cyber assaults on Georgia and experts say it
is difficult to determine exactly who is behind suc h attacks.

"The Georgian government's websites have obviously been under attack,"
said Gadi Evron, an Israeli computer security speci  alist that investigated the
cyber assault on Estonia.

"It is simply too early and we lack enough informat ion to reach any
conclusion as to the motive and identity of the att ackers," he said.
Evron said that such cyber warfare has become commo nplace in the past

decade.



"These types of attack are only natural and happen immediately following
any conflict or political tension," Evron told AFP in an email.

DDoS attacks are simple, economical and hard to tra ce.
The assaults are typically done by using networks o f computers that have
been turned into "zombies" or "bots" with malicious software planted by

hackers without the owners of machines being aware.

"Botnets" can grow to thousands or millions of mach ines and be commanded

to simultaneously make requests at targeted website S.
Andre DiMino, director of Shadowserver, a nonprofit Internet security
watchdog with team members around the world, warned against jumping to

the conclusion that Russia's government is the culp rit in the Georgia cyber
attacks.

"This actually looks more like grass roots hacktivi st types -- people that jumped
on the bandwagon," DiMino said, using Internet jarg on referring to political
activists that resort to online evil-doing.

Tulip's Burling said the trend of such cyber malici  ousness was a cause for
concern.

"It's like the Olympics. We are supposed to be abov e politics in the Internet
community."

Georgian forces attacked the Moscow-backed rebel pr ovince of South
Ossetia to regain control of the region which broke away from Thilisi in the
early 1990s.

Russian troops and tanks poured into Georgia on Fri  day after the Georgian
offensive.

13 August 2008
By Jeremy Kirk

Estonia, Poland help Georgia fight cyber attacks

In an intriguing cyber alliance, two Estonian compu ter experts are scheduled
to arrive in Georgia by evening to keep the country 's networks running amid
an intense military confrontation with Russia.

And Poland has lent space on its president's Web pa ge for Georgia to post
updates on its ongoing conflict with Russia, which launched a military
campaign on Friday to eject Georgian troops from So uth Ossetia and
Abkhazia, two renegade areas with strong ties to Ru ssia.



The cooperation between the former Iron Curtain all ies is aimed at blunting

pro-Russian computer hackers, who have been blamed over the last few
years for cyber attacks against Estonia, Lithuania and Georgia in incidents
linked to political friction between those nations and Russia.

Two of the four experts that staff Estonia's Comput  er Emergency Response
Team (CERT) were waiting Tuesday morning in Yerevan , the capital of
Armenia, seeking permission to drive into Georgia, said Katrin Pargmae,
communication manager for the Estonian Informatics Center. The two officials
are also bringing humanitarian aid, she said.

Estonia is also now hosting Georgia's Ministry of F  oreign Affairs Web site, which
has been under sustained attack over the last few d ays.

"Let's just say we moved it," Pargmae said. "l know that there are interested
parties who read media so it's not good to say exac tly where the hosting is."

The Web site for Georgia's president, Mikheil Saaka  shvili, remained up on
Tuesday morning. That site was knocked offline arou nd mid-July after a DDOS
attack from a botnet, network experts said.

The botnet was based on the "MachBot" code, which ¢ ommunicates to other
compromised PCs over the HTTP (Hypertext Transfer P rotocol), the same
protocol used for transmitting Web pages. MachBot ¢ ode has been known to

be used by Russian bot herders, according to the Sh adowserver Foundation,
which tracks malicious Internet activity.

Shadowserver said Monday that hackers had at one po int defaced the Web
site for Georgia's parliament. "The attackers have inserted a large image
made up of several smaller side-by-side images of p ictures of both the

Georgian President and Adolf Hitler," the group wro te.

Georgia is now also hosting some sites in the U.S., alogical move to better
defend the sites against attacks, Pargméae said. Sha dowserver wrote that the
presidential site appeared to have been moved to an IP (Internet protocol)
address belonging to Tulip Systems, an ISP in Atlan ta, Georgia.

The country is also looking to other ways to keepi  nformation flowing. A
Georgian news site was also up, but the site warned it was under "permanent
DDOS attack" That Web site has set up a group in Go  ogle's Groups service,
where subscribers can get the news stories it regul  arly posts.

Georgia's banking sites also suffered attacks that caused them to shut down
their online systems, said David Tabatadze, a secur ity officer with the Georgia
Research and Educational Networking Association and Georgia's CERT. Some
of those systems are still down, he said.

Tabatadze said that the majority of Georgia's Inter net traffic is routed through
Turkey, with some of it going through Russia. Altho  ugh some news reports
indicated Georgia's Internet traffic may have been shifted through Russia,
Tabatadze said that's not the case.



"We have checked the traffic route on Ripe.net...an d we did not see any
traffic re-routing via Russia," Tabatadze said.

It appears that large groups of hackers are working together to take down
the Web sites, but the attacks have been so intense that it will take a while to
analyze, Tabatadze said.

Other CERTs around the world have been helping to p rovide information on
the attacks, Tabatadze said.

The last few days have been a nerve-racking time fo r Georgians, said
Tabatadze, who said he heard explosions on Sunday w hen Russian planes
bombed air-traffic control stations near Thilisi, G eorgia's capital.

"You can't even imagine the situation,” Tabatadze s aid. "This is a terrible end
for Georgia."

On Tuesday morning, Russia announced it would stop military operations in
South Ossetia and Abkhazia, saying the safety of it s peacekeepers in the
region had been secured.

13 August 2008
By John Swaine

Russia continues cyber war on Georgia

Their assault, which began before the commencement of the five-day
Russian military offensive, has again crashed the o fficial website of the central
government and has been widened to include a US com pany which

stepped in to rescue the website of Mikheil Saakash vili, the Georgian
President.

Tom Burling, from Tulip Systems, which began hostin g the President's site on its
servers in Atlanta after it was brought down by the hackers, said his company
had become the latest target of a flood of bogus tr affic sent from Russia to
crash the sites. He said the malicious visits were  outnumbering legitimate ones
5000 to 1.

Mr Burling, who has reported the attacks to the FBI | said his company was
working around the clock to combat the hackers. "Ou r people aren't getting
any sleep," he said.

The President's website is currently accessible, as  are the sites of the Ministry of
Foreign Affairs and Ministry of Defence, which were also brought down in the
initial wave of attacks. At one stage, photographs comparing Mr Saaskashvili
with Adolf Hitler were posted on the Foreign Minist ~ ry's site. The website of the
National Bank of Georgia has also been compromised.



The Russian hackers are launching waves of distribu  ted denial-of-service
(DDoS) attacks on the websites. This means their co  mputers, and the
computers of unsuspecting people whose home systems they have hacked
and enlisted for their "botnet", or swarm of zombie computers, are directed to
simultaneously flood a chosen site with thousands o f visits in order to overload
it and bring it offline.

Last April the computer systems of the Estonian Gov ~ ernment came under
attack in a co-ordinated three-week assault that wa s widely credited to
state-sponsored Russian hackers.

The Georgian Government said that the present disru ption was being caused
by attacks carried out by Russia as part of the con flict between the two
states, which was triggered last week over Georgia' s attempt to reassert
authority over its northern rebel province of South Ossetia.

In a statement, the Georgian Ministry of Foreign Af fairs said: "A cyber warfare
campaign by Russia is seriously disrupting many Geo  rgian websites, including
that of the Ministry of Foreign Affairs."

Analysts immediately laid the blame for the attacks on Georgian sites with the
Russian Business Network (RBN), a gang of criminal hackers which has close
links to the Russian mafia and government.

Jart Armin, a researcher who tracks RBN activity, s  aid visitors to the Georgian
sites had been re-routed through servers in Russia  and Turkey, which were

"well known to be under the control of RBN and infl uenced by the Russian
Government.”
Greg Day, a security analyst at McAfee, said increa singly hacking will be a

matter of national security.

"We can expect to see cyber attacks being increasin gly used as a weapon.
The benefits of using such methods are that no one is directly physically hurt
or killed and it is much harder to pinpoint the sou rce and who is involved," he
told Sky News.

The hackers have also been targeting the website of Garry Kasparov, the
Russian opposition figure and former chess champion

27 August 2008
By Kim Hart
A New Breed Of Hackers Tracks Online Acts of War

'Hacktivists' Update Their Mission

TORONTO -- Here in the Citizen Lab at the Universit y of Toronto, a new breed
of hackers is conducting digital espionage.



They are among a growing number of investigators wh 0 monitor how traffic is
routed through countries, where Web sites are block ed and why it's all
happening. Now they are turning their scrutiny to a new weapon of
international warfare: cyber attacks.

Tracking wars isn't what many of the researchers, w  ho call themselves
"hacktivists," set out to do. Many began intending to help residents in
countries that censor online content. But as the In ternet has evolved, so has
their mission.

Ronald J. Deibert, director of the Citizen Lab, cal Is the organization a "global
civil society counterintelligence agency" and refer s to the lab as the "NSA of
operations.”

Their efforts have ramped up in the past year as re searchers gather evidence
that Internet assaults are playing a larger role in military strategy and political
struggles. Even before Georgia and Russia entered a ground war earlier this
month, Citizen Lab's researchers noticed sporadic a ttacks aimed at several
Georgian Web sites. Such attacks are especially thr eatening to countries that
increasingly link critical activities such as banki  ng and transportation to the
Internet.

Once the fighting began, massive raids on Georgia's Internet infrastructure
were deployed using techniques similar to those use d by Russian criminal
organizations. Then, attacks seemed to come from in dividuals who found
online instructions for launching their own assault s, shutting down much of
Georgia's communication system.

Two weeks later, researchers are still trying to tr  ace the origins of the attacks.
"These attacks in effect had the same effect that a military attack would
have," said Rafal Rohozinski, who co-founded the In formation Warfare
Monitor, which tracks cyber attacks, with Citizen L ab in 2003. "That suddenly
means that in cyberspace anyone can build an A-bomb

The cyber attacks that disabled many Georgian and R ussian Web sites earlier
this month marked the first time such an assault co incided with physical
fighting. And the digital battlefield will likely b ecome a permanent front in
modern warfare, Deibert said.

Seven years ago, Deibert opened the Citizen Lab usi ng grant money from the
Ford Foundation. Soon after, he and Rohozinski help  ed begin the OpenNet
Initiative, a collaboration with Harvard's Law Scho ol, Cambridge and Oxford
universities that tracks patterns of Internet censo  rship in countries that use

filters, such as China. The project received an add itional $3 million from the
MacArthur Foundation. Deibert and Rohozinski also|  aunched the Information
Warfare Monitor to investigate how the Internet is used by state military and

political operations. And Citizen Lab researchers h ave created a software
tool called Psiphon that helps users bypass Interne  t filters.

The combined projects have about 100 researchers in more than 70 countries
mapping Web traffic and testing access to thousands of sites.



A number of companies specialize in cyber security, and several nonprofit
organizations have formed cyber-surveillance projec ts to keep international
vigil over the Web. Shadowserver.org, for example, is a group of 10 volunteer
researchers who post their findings about cyber att acks online.

The small Toronto office of Citizen Lab, tucked in a basement of the

university's Munk Centre for International Studies,  serves as the technological
backbone for the operations. World maps and newspap er clips cover the
walls. Researchers move between multiple computer s creens, studying lists of
codes with results from field tests in Uzbekistan, = Cambodia, Iran and
Venezuela, to name a few.

"We rely on local experts to help us find out why a particular site is being

blocked," Deibert said. It could be a problem with the Internet service
provider, a temporary connection glitch or a downed server. "But what's more
effective is blasting a site into oblivion when it is strategically important. It's

becoming a real arms race.”

He's referring to "denial of service" attacks, inw  hich hundreds of computers in
a network, or "botnets," simultaneously bombard a W eb site with millions of
requests, overwhelming and crashing the server. In Georgia, such attacks
were strong enough to knock key sources of news and information offline for
days.

Georgian Internet service providers also limited ac cess to Russian news media
outlets, cutting off the only remaining updates abo ut the war. On the night of
Aug. 12 -- the height of the fighting -- "there was panic in Thilisi brought about
by a vacuum of information," Rohozinski said.

Shadowserver saw the first denial of service attack against Georgia's
presidential Web site July 20. When the fighting be gan, Andre M. Di Mino,
Shadowserver's founder, counted at least six botnet s launching attacks, but it
was "difficult to tell if it was a grass-roots effo  rt or one commissioned by the
government."

The organization detects between 30 and 50 denial o f service attacks every
day around the world, and Di Mino said they have be come more
sophisticated over the past two years.

"It really went from almost a kiddie type of thing to where it's an organized
enterprise," he said. But he's hesitant to label th  is month's attacks as a form of
cyberwar, although he expects networks to play an e xpanded role in political
clashes.

Jose Nazario, a security researcher with Arbor Netw orks, said cyber attacks
used to target a computer's operating system. But h e's seen a "tremendous
rise" in attacks on Web browsers, allowing attacker s access to much more
personal information, such as which sites a person visits frequently. An
attacker then could learn which servers to target i n order to disrupt
communication.



It's unclear who is behind the attacks, however. In some cases, the locations
of botnet controllers can be traced, but it's impos sible to know whether an
attacker is working on the behalf of another organi zation or government. "It's
going to take a year to figure this out,” Nazario s aid.

The data trail often goes cold when it crosses bord ers because there is little
legal framework for such investigations. And many ¢ ountries, along with the
United Nations and other international bodies, are still weighing whether a
cyber attack is an act of war.

"If a state brings down the Internet intentionally, another state could very well
consider that a hostile act," said Jonathan Zittrai n, co-founder of Harvard's
Berkman Center for Internet Society, and a principa | investigator for the

OpenNet Initiative.

There are also strategic reasons not to disrupt net  works in order to monitor the
enemy's conversations or to spread misinformation.

"That's an amazing intelligence opportunity,” he sa id.

Using the Internet to control information can be mo re important than
disrupting the networks when it comes to military s trategy, Rohozinski said. In
Georgia, for example, the lack of access to both Ge orgian and Russian
sources of information kept citizens in the dark wh ile the fighting continued.

"Sometimes the objective is not to knock out the in frastructure but to
undermine the will of the people you're fighting ag ainst," he said. "It's about
the nuts and bolts, but it's also about how percept ions can be shaped
through what's available and what's not."

1 September 2008
By Trevis Wentworth
You've Got Malice

Russian nationalists waged a cyber war against Geor gia. Fighting back is
virtually impossible.

On July 20, weeks before Russia stunned Georgia wit  h a rapid invasion, the
cyber attack was already under way. While Moscow ba ited Georgia with
troop movements on the borders of the breakaway pro vinces of Abkhazia
and South Ossetia, the "zombie" computers were alre ady on the attack.
Russian viruses had seized hundreds of thousands of = computers around the
world, directing them to barrage Georgian Web sites , including the pages of
the president, the parliament, the foreign ministry , hews agencies and banks,
which shut down their servers at the first sign of  attack to pre-empt identity
theft. At one point the parliament's Web site was r eplaced by images
comparing Georgian president Mikheil Saakashvili to Adolf Hitler. This was not



the first Russian cyber assault—that came against E  stonia, in April of 2007—hbut
it was the first time an Internet attack paralleled one on land.

The labyrinthine ways of the Web and the complicate d interfaces between
the Russian government's clandestine services and o rganized crime make it
impossible, at this point, to say with certainty wh 0 was responsible, or how far
up the chain of command it went. The Russian milita ry certainly had the

means to attack Georgia's Internet infrastructure, says Jonathan Zittrain,
cofounder of Harvard's Berkman Center for Internet and Society. Moreover,
the attacks were too successful to have materialize d independent of one
another. Bill Woodcock, the research director at Pa cket Clearing House, a
California-based nonprofit group that tracks Intern et security trends, says the
attacks bear the markings of a "trained and central ly coordinated cadre of

professionals.”

But who? Jart Armin, who has tracked Russian cyberc rime, points to the
possibility that a role was played by the notorious Russian Business Network, a
cybermafia that specializes in identity theft, chil d pornography, extortion and
other dark and lucrative Internet crimes. The RBN's  political agenda is vague

or nonexistent, but it often contracts out its serv ices, and Armin says there is
increasing evidence that it is connected to, or at least tolerated by, the
Kremlin.

Indeed the timing is such that it's hard to discoun t some sort of Kremlin

coordination, even if it's impossible to prove, and Woodcock argues that such
cyber assaults have become a tool of Russian politi cal leadership. As the
attacks' political intentions became more specific, he notes, the operations
have grown more complex. In addition to targeting G eorgian government

and media Web sites, Russian hackers brought down t he Russian newspaper
Skandaly.ru, apparently for expressing some pro-Geo rgian sentiment. "This
was the first time that they ever attacked an inter nal and an external target
as part of the same attack," he says.

Fighting back is tough. When Russian hackers made a name for themselves
last year by bringing down the Web site of the Esto nian parliament along with
the sites of banks, ministries and newspapers, Esto  nian Foreign Minister Urmas
Paet immediately accused the Kremlin of backing the attacks. But he was
unable to produce evidence supporting his claims. P utin eventually named a
suspect, or scapegoat, within his government. As Ru ssian hackers waged a
similar assault on Georgian sites over the past few  weeks, Estonia—one of
Europe's most wired countries—offered its better-de fended servers to host
many Georgian government Web sites. Lithuania and P oland have stepped
up as well, prompting some excited bloggers to sugg est that this is a digital
Sarajevo, akin to the events of August 1914, the st art of the first Internet world
war. Certainly that's exaggerated, but the mutual d efense going on in
cyberspace shows that these nations take the Russia n threat to their online
infrastructure seriously.

Still, the nature of the Internet is such thatiti s almost impossible to respond
quickly enough. The government doesn't maintain its own botnets—large
networks of zombified computers standing ready to a ttack—but can rent one



from a crime network, like the Russian Business Net work. Then, through state-

controlled media, the government can inspire waves of nationalists to amplify
the destructive force. "Everybody with a laptop has the responsibility to attack
the enemy—and you find out who the enemy is by look ing at what the

government is saying," Woodcock says.

While no one can say who wrote the malware that was used to cause
Georgian servers to crash, it certainly proliferate d on Russian Web sites in a
user-friendly form. Gary Warner, a cybercrime exper t at the University of

Alabama at Birmingham, says he found "copies of the attack script" posted in
the reader comments section at the bottom of virtua lly every story in the
Russian media that covered the Georgian conflict, ¢ omplete with instructions
on how the script could be used to attack a specifi c list of Web sites. The

efficiency is enough to make Russia's tanks and pla  nes and ships, however
deadly, appear downright anachronistic.

4 September 2008

Experts call for united global action against cyber attacks
The world has to unite against the growing menace o f cyber terrorism, IT
experts said Thursday, evoking a recent "cyber war" against Georgia as the

latest example of the threat.

"The world has finally woken up and understood that cyber security needs a
global approach and is a very serious matter," Esto nian politician Mart Laar
told a cyber security forum in the Estonian capital Tallinn.

Estonia had to deal with attacks on government webs ites blamed on Russian

hackers in the spring of 2007.

Official Georgian websites suffered a similar cyber offensive last month in the
wake of Russia's military offensive on Georgian soi  |. Estonia was among
several states that stepped in to host hacked Georg ian websites.

"The cyber war against Georgia in August demonstrat ed how it has become
part of the real war on the ground and we must act, " Laar added.

According to Laar, cyber attacks against the Georgi an websites came a day
ahead of Russia's August 8 military action inthe ¢ ountry, a move roundly
condemned in the West.

Robert Kramer, vice-president of public policy for CompTIA, the Computing
Technology Industry Association uniting the world's top IT firms, underscored
that global cyber security starts at home with the average Internet user.
"The weakest link in cyber space is the human being behind the computer

with not enough awareness and skills on IT security ~ matters," Kramer told the
forum.



Heli Tiirmaa-Klaar, an IT expert with Estonia's def ence ministry, repeated the
warning.

"People everywhere need to understand that your unp rotected computer at
home can be used as a tool in cyber-war," she said.

Tim Boerner, an IT security expert with the US Secr et Service, said experts
noted increased attacks on Georgian web sites weeks before the first bombs
fell on Georgia.

"Over one million computers worldwide were used dur ing the cyber attacks
against Estonia in spring 2007," he added.

An ex-Soviet republic that broke free from Moscow i n 1991, the tiny Baltic Sea
state of Estonia joined the European Union and NATO in 2004.

It has become a leader in global IT development and has focused heavily on
cyber security since suffering the wave of cyber at tacks in early 2007.



